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Review Date (2 years from approval)
Introduction

This e-safety policy applies to all schools in our Multi-Academy Trust, including primary,
secondary, and further education settings. The policy is designed to ensure the safety and
well-being of all pupils and staff using technology and the internet. This policy reflects the
statutory guidance and best practice for e-safety and covers all age ranges from 4 to 18.

Responsibilities

The Trust has appointed a Head of Safeguarding who will take the lead on e-safety issues.
Each school in the Trust will have a designated safeguarding lead who will be responsible
for implementing the e-safety policy in their school. They will ensure that all staff, pupils, and
parents are aware of the e-safety policy and the procedures that should be followed in case
of e-safety concerns.

All staff members have a responsibility to promote e-safety and to ensure that pupils are
aware of safe online behaviour. Pupils also have a responsibility to follow the e-safety policy
and report any concerns they may have.

Risk Assessment

Each school in the Trust will carry out a regular risk assessment of the use of technology in
their school to identify any potential risks to pupils and staff. The risk assessment will be
reviewed annually and will consider the following:

. The use of school owned mobile devices such as tablets and smartphones
. The use of social media and messaging apps

. Access to inappropriate material

. Cyberbullying
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. Online grooming

. Online identity and privacy

Pupils’ Use of Technology

Pupils will be educated about e-safety and will be taught to use technology responsibly,
safely and securely. Staff members will monitor pupils’ use of technology, and filtering
software will be used to block access to inappropriate material.

Social Media

Pupils are not allowed to access social media platforms during school hours unless it is for
educational purposes and approved by a member of staff. Pupils are advised not to share
personal information on social media, and staff members will regularly monitor pupils' online
behaviour.

Mobile Devices

School Owned Mobile devices such as tablets and smartphones will only be used under the
supervision of a member of staff. Pupils are advised not to share their personal information
or passwords and to report any concerns immediately.

Pupil owned mobile phones are not to be used within school, details outlined in the Mobile
Phone Policy.

Cyberbullying
We take cyberbullying very seriously, and all incidents will be dealt with in accordance with
our bullying policy. Pupils are advised to report any incidents of cyberbullying immediately.

Online Grooming

We are committed to protecting our pupils from online grooming. Pupils are advised to be
cautious when communicating with people they do not know online and to report any
concerns immediately.

Online ldentity and Privacy

Pupils are advised to keep their personal information private when using the internet. Staff
members will educate pupils about the importance of keeping their personal information
secure.

Staff Use of Technology
All staff members will be made aware of the e-safety policy and their responsibilities
regarding e-safety. Staff members are advised to use social media responsibly.

Automated Safeguarding Monitoring Solutions

Each school in the Trust will use automated safeguarding monitoring solutions on school
devices to help ensure the safety and well-being of pupils when using technology. These
solutions are designed to detect and flag any potential risks, such as cyberbullying, online
grooming, or access to inappropriate material.

When using these monitoring solutions, we will ensure that pupils are aware that their
activity may be monitored, and that any concerns that are identified will be investigated by a
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member of staff. Pupils will also be informed of the purpose of the monitoring solution and
how it will be used to keep them safe.

Staff members will receive training on the use of the monitoring solution and how to respond
to any concerns that are identified. A priority system will be used to distribute concerns from

the system to ensure that high priority concerns are directed towards the safeguarding team,
and other concerns to other members of staff for management. Staff members are expected
to review and action in line with agreed timescales.

Designated safeguarding leads will review activities and reports.
Trust wide reporting and analysis will also be undertaken by the safeguarding team.

Changes to monitoring categories or priorities will be managed via a trust-wide approval
process.
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